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) 1. is an example of lossy compression.
(A) Huffman encoding (B) MP3
(C) MPEG (D) Lempel Ziv encoding
) 2. LZ encoding is an example of a category of algorithms called
(A) dictionary-based encoding (B) lossy compression
(C) Huffman encoding (D) run-length encoding
) 3. In JPEG encoding, the blocking process breaks the original picture into small blocks
of pixel blocks.
(A) 2x2 (B) 4x4 (C) 8x8 (D) 16x16

)4. ™ 5 B Huffman encoding hszit » 7R £ 48 ¢ ?
(A) o & & * > WINZIP ~ WINRAR i%ﬁ@fﬁ"’ﬁﬁi‘
(B) i » % HEA L s £ S REDT R
(C) Huffman code can compress a file with the minimum number of bits.
(D) & FPFH - A i tf o
) 5. Symmetric key encryption +* 4= Asymmetric key encryption k - H iggL S
(A) the short amount of time required for encryption/decryption
(B) a smaller number of keys is needed
(C) integrity is preserved

(D) everyone knows all the keys
) 6. Denial of services is a type of attack that threats to

(A)availability (B) confidentiality (C) integrity (D) nonrepudiation
) 7. DES is an example of a modern

(A) symmetric-key cipher  (B) asymmetric-key cipher (C) digital signature

(D) digital watermarking

) 8. In the digital signature method, the sender uses the key to encrypt
the message.
(A) prime (B) secret (C) private (D) public

)9. B F A 42 ¢ Signing the digest | +* 4= " Signing the whole document ; % -
A& enigEl g
(A) Fprcsk oL (B) AT g (C) keys enfc® 42 5
(D) if & prZippLi

) 10. MD5 and SHA-1 are two common for signing a digest of a
document.




3.

(A) subkey generators (B) certificate authorities (C) hash functions

(D) digital signatures
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# A # Huffman code 2% 35& & % = 7 (Suppose the four letters
have the indicated frequency in a message. What is the average
Huffman code length?)

Key Frequency
A 7
B 3
C 4
D 1
Total 15
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Three Phases of JPEG
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6. FF#-T 5 2x 245 inverse discrete cosine transform (IDCT) &1 & o

8 6
5 -2
7. 3T 7| 8x8 4B e discrete cosine transform (DCT) 1 % -
9191919191919 19
9191919191919 19
9191919191919 19
9191919191919 19
9191919191919 19
9191919191919 19
9191919191919 19
9191919191919 19
8. T WA JPEG i g i 45 (Quantization matrix) » K v e0iEH L e 2

49 |64 |78 [ 87 (103(121(120(101
72192 (9598 (112]|100(103| 99
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14.

MPEG frames3 = 44 : I-frames - P-frames -

Encrypt the message "attack" using the Caesar ciphers (¥c+e % :2) .

e
EX

Plaintext

V

Encryption I .
algorithm

Shared

secret key

— Ciphertext

Secure key-exchange channel

Insecure channel

Plamntext |

Shared \
secret key

Ciphertext —

J] \

b fE2FIERR o

Consider the following RSA example: The public key is N=55 and e=3. Encrypting the

plaintext F1=6, we get the ciphertext C,=
To break it, we find its private key d=

Suppose that a ciphertext C,=2 is received, then the

F2:

G i -

corresponding  plaintext
FRAN R4 2 4)

In the RSA algorithm, why can't Bob (the receiver) choose 1 as the public key e?




